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Synopsis
PART OF THE JONES & BARTLETT LEARNING INFORMATION SYSTEMS SECURITY &

ASSURANCE SERIES Series meets all standards put forth by CNSS 4011 & 4013A! Access control

protects resources against unauthorized viewing, tampering, or destruction. They serve as a primary

means of ensuring privacy, confidentiality, and prevention of unauthorized disclosure. Revised and

updated with the latest data from this fast paced field, Access Control, Authentication, and Public
Key Infrastructure defines the components of access control, provides a business framework for

implementation, and discusses legal requirements that impact access control programs. It looks at

the risks, threats, and vulnerabilities prevalent in information systems and IT infrastructures and how

to handle them. It provides a student and professional resource that details how to put access

control systems to work as well as testing and managing them. New to the Second Edition: Updated

references to Windows 8 and Outlook 2011 A new discussion of recent Chinese hacking incidence

Examples depicting the risks associated with a missing unencrypted laptop containing private data.

New sections on the Communications Assistance for Law Enforcement Act (CALEA) and granting
Windows folder permissions are added. New information on the ldentity Theft Enforcement and

Restitution Act and the Digital Millennium Copyright Act (DMCA).
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Customer Reviews

Required reading for my Master’s program. Focuses on business principles, but also has some



technical aspects. | am more business oriented, but at the same time, some technicality is good. |

learned quite a bit.

Useless for graduate level studies.

Great book for learning the principles and implementation of securing access control.
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